
Email Fraud
You might receive email from unknown email IDs, 
asking you to click on a link.

FRAUDSTERS COULD BE TARGETING YOU.
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Stop
When you receive email stating:
• Your account or card has been blocked
• Your account details require update of personal details

Think
• Is your name mentioned in the email? If not, would you

get such emails?
• Are you marked as BCC in the email, and your email ID is not visible?
• Is the sender’s email ID matching 100% with the email ID of your

bank or other entities? Or is there a slight mismatch?

Protect
• Your bank would never ask for your personal details in such manner
• Do not click on links received from unkown senders
• If you suspect that your personal details have been compromised,

report it immediately to your bank

Please report fraud to your bank, in addition, please report on www.uaebf.ae/en/fight-fraud

Disclaimer: Please make sure that you report fraudulent activity to both your bank and UBF.




